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2014
2014
2014
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2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2014
2013
2013
2013
2013
2013
2013
2013
2013
2013
2013

Jurisdiction

EU
Germany
us
Canada
Italy
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Canada
UK
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Korea
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US-FTC
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France
Spain
us
Netherlands
14 Nations
Germany
us
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GOOGLE'S PRIVACY RAP SHEET (6-14)

Note: Official Actions in Red; Lawsuits/Court Cases in Purple
Description

EU High Court supports Right to be Forgotten, orders Google to not show certain private info
Privacy officials announce it will order Google to change its data handling practices

Google stopped scanning students' gmail to target ads that violated its representations & law
Privacy Commissioner found Google breached law in targeting ads based on private health info
Privacy authorities fined Google 1m Euros for Street View violations of Italian privacy law
Michael Arrington accuses Google of reading his email after he wrote a major Google story
Multiple establishments have banned use of Google Glass as invasion of privacy

NSA official testified under oath NSA surveillance had Google's "full knowledge & assistance"
Researchers hack Glass enabling one to secretly livestream a wearer's vision to hacker's server
Privacy Commissioner reprimands Google for displaying someone's private health history
Health Select Member queries Google for transfering private NHS hospital database out of UK
Google admits illegal data mining of student emails in its free education apps

Google fined 210m Won for Street View eavesdropping without consent, first-of-kind penalty
Developer exposes Chrome vulnerability that lets websites listen to you after you leave them
Consumer Watchdog filed FTC complaint Google violated FTC-Buzz decree by comingling data
Google sued for "Emerald Sea" Android plan to comingle data across products without consent
High court allows privacy legal action to proceed over Google bypass of Safari privacy settings
Google is appealing French CNIL privacy fine to France's highest adminstrative court

Google is combining Gmail and social lists without users permission like they did with Buzz
CNIL fined Google maximum 150k Euros for ignoring its directive to allow user opt-out

Fined Google 900k Euros for three serious breaches of Spain's privacy law

Google removes privacy feature from Android that prevents apps from collecting private data
Data protection authority ruled Google's privacy policy violated Dutch privacy law

Complaint against "Shared Endorsements" filed in: NO SE CZ DK FR ES IT SL AT BE DE LT NL PL
Court ruled 25 parts of Google's privacy policy violates German privacy law

Settled State suit for $17m over Google's circumvention of Safari users' privacy settings
Chrome browser found to make users' saved passwords visible in plain text rather than hidden
Senator asks FTC to probe Google plan to use users' names/photos in ads without consent
Security flaws make Chrome users vulnerable to sensitive private data theft

Google changed its search routing policy allowing third parties to see private search terms

More Info

http://bit.ly/11ZNAWL
http://bloom.bg/TaBU6a
http://bit.ly/1ichWG
http://bit.ly/1iclnti
http://bit.ly/1nRciGH
http://bit.ly/1yo2cCL
http://bit.ly/1yol2ak
http://bit.ly/Tau109
http://onforb.es/1qvINT
http://bit.ly/lioukHh
http://bit.ly/inmv2Mr
http://bit.ly/1rbGecG8
http://bit.ly/UgC7pm
http://read.bi/1sqCvkd
http://bit.ly/11ZnhxQ
http://bloom.bg/1sqAtR8
http://bit.ly/Lg4sr6
http://on.wsj.com/1piLKOp
http://reut.rs/1nkeOwZ
http://reut.rs/1kOAaG9
http://yhoo.it/Tabtxx
http://bit.ly/10KkdZK
http://bit.ly/lynnnVw
http://bit.ly/1IC3CFs
http://bit.ly/1icl2I19
http://bloom.bg/UcoR55
http://bit.ly/1IWkXYy
http://bit.ly/T7PWWm
http://bit.ly/1IVISNR7

http://mkind.com/1gthmnQ
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us
us
us
us
us
UK
France
7 Nations
Japan
Brazil
us
us
Germany
US Congress
US State AG
us
EU
EU
us
US FTC
US CA
Australia
UK
UK
US FCC
USFCC
us
us
EU
US State AGs
US FTC
US FTC
US CA
us
us DOJ
France

Google fails to protect privacy of searches in Chrome using iOS Incognito mode

Federal Judge rules Google Gmail interception to build personal profiles is wiretapping

Google Hangouts & GTalk found to be sending private chat messages to wrong recipients
Former NSA & CIA Director Hayden declared Gmail is the preferred online service for terrorists
Appeals Court ruled in class action case Street View WiFi interceptions were wiretapping

ICO told Google to delete Street View payload data in 35 days or face criminal prosecution
CNIL orders Google to comply with French Data Protection Act withing 3 months

CA NL AU NZ MX IL CH wrote Google privacy letter about ubiquitous surveillance of Glass
Japan govt. suffered privacy breach due to Google Groups default setting of no privacy

Brazil investigates Google data storage policy per Snowden revelations

Google pays $8.5m to settle lawsuit for sharing private info with websites without permission
Google files "Big Brother" patent to scan databases for policy/law violation terms

Privacy authority fined Google near the max amount for illegal WiFi data collection

Privacy caucus letter to Google asked privacy protection questions about Google Glass'

38 State AGs fined Google S7m for mass unauthorized collection of private WiFi data

Google Glass banned by casinos in several states as facilitation for cheating

EU found Google non-compliant with CNIL's privacy investigation; plans sanctions this summer
Google maps for iPhone default for user tracking volated EU Data Protection Law per Germany
Google Now's pedometer card tracks user walking/biking distances by default without consent
US FTC fines Google record $22.5m for deception/bypassing Safari browser privacy settings
Gmail users file class action accusing Google of violating California's Invasion of Privacy Act
Google found more Australia Street View data that it did not destroy but had promised to
Google did not destroy all UK Street View data that it assured UK govt. it had destroyed
Google's UK privacy manager conflicted as he oversaw UK privacy investigation of Street View
US FCC Street View WiSpy probe disproved Google story it was a rogue engineer's mistake

US FCC fines Google $25k for impeding/delaying its Street View wiretapping probe

Google Drive terms of service grant Google broad rights to users' private info in cloud
Stanford researcher found Google bypassed users' privacy protections on Apples's browser
Google rejected EU request to delay new privacy policy to see if it complied with EU law
Google refuses to meet with 36 US Attorneys General about objections to new privacy policy
Google introduces new privacy policy without opt-out required by FTC enforcement decree
EPIC asks US FTC to probe if "Search Plus Your World" violates FTC enforcement decree
Google fails to fulfill its LAPD contract to ensure private/secure Gmail for law enforcement
Chinese hackers accessed private Gmail accounts of US Cabinet and Defense Dept. officials
Google abused user privacy by knowingly geo-targeting them with ads to buy illegal drugs
French privacy authority fines Google $144k for Street View privacy invasion without consent

http://bit.ly/11Ac7km

http://wapo.st/1getQgA

http://zd.net/1iHIXEG

http://wapo.st/1jznOND

http://nyti.ms/InkdUXx

http://bit.ly/1iHjXCK

http://bit.ly/1genHBO

http://nyti.ms/1IW31xg

http://bit.ly/1pJaul5

http://bloom.bg/SUzVmh

http://bit.ly/1nk9ekm

http://tinyurl.com/llxn340

http://tinyurl.com/bp9yade

http://tinyurl.com/ba7b4yj

http://tinyurl.com/b6tg8na

http://tinyurl.com/lkxprzh

http://tinyurl.com/c65yxdm

http://tinyurl.com/adl4m2v

http://tinyurl.com/a6rcgly.

http://tinyurl.com/9djunwj

http://tinyurl.com/97r9ens

http://tinyurl.com/9zI5m73

http://tinyurl.com/c72m65r

http://tinyurl.com/6émwbelk

http://politico.pro/McNb

http://bit.ly/IC1y8x

http://bit.ly/IIOLNk

http://on.wsj.com/ytgSEB

http://bit.ly/vZgiQD

http://on.wsj.com/wxIDCB

http://bit.ly/IPa9EH

http://bit.ly/AeElkv

http://bit.ly/abGOFN

http://wapo.st/iVnEVq

http://1.usa.gov/arimx0

http://tinyurl.com/adp5afp
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US FTC
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us
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us
us
us
us
us
us
us
us

Android tracks users' movements thousands of times a day without the user's knowledge
Google TV prevented users from installing privacy/security software for protection

Google settled with US FTC over charges of Google-Buzz deceptive privacy practices

US DOJ catches Google misrepresenting it had privacy/security certifications it did not have
"Doodle4Google" art contest sign-up required children to provide partial social security #s
Google Street View's unauthorized recording of private WiFi communications in 33 nations
Google engineer caught stalking underage teens and spying on their private chats/emails
Librarians opposed Google Book Settlement because it had no privacy protections

Google opposed posting its privacy policy on its homepage as required by California law
Privacy International ranked Google worst in the world for privacy for "hostility to privacy"
Google Street View raised privacy concerns with public photos of private home interiors
Google Docs's terms of service claims perpetual rights to users' private material

Privacy watchdogs opposed Google-DoubleClick merger on privacy grounds

Poll of Google users shows that they incorrectly believe search is private/not identifiable
Google publicly displayed a live feed of everyone's private search terms in its lobby

Google Earth publicly exposed aerial views of White House roof endangering its security
Thirty-one privacy groups oppose Gmail scanning emails to target advertising personally

GoogleWatch predicts: "Google is a privacy time bomb/a privacy disaster waiting to happen"

Scott Cleland: President Precursor LLC; Publisher: GoogleMonitor.com & Googleopoly.net
Author: "Search & Destroy: Why You Can't Trust Google Inc." SearchAndDestroyBook.com
June 14 2014

http://on.wsj.com/gDfmEV

http://bit.ly/bvtbk0

http://1.usa.gov/hR4sgV

http://bit.ly/i4AIHs

http://bit.ly/f3cD20

http://bit.ly/a0Oyjo8

http://gaw.kr/bVrNQ3

http://bit.ly/JZQfH

http://bit.ly/LSm19A

http://bit.ly/KybXGp

http://nyti.ms/L3BX]E

http://zd.net/iumtgH

http://bit.ly/JTmF))

http://bit.ly/JTmFJJ

http://scoble.it/8alX37

http://bit.ly/JZj7k

http://bit.ly/Npl4HW

http://bit.ly/Wikv



